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Security Product Deployment

This is a higlguality security product
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Security Product Deployment

It more than online docs to properly configure this product.

. CEDS ’

-l e

Otherwise, it isn't very effective.
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DBMS_ XSLPROCESSOR

E Help center Q [0 Database PL/SQL Packages and Types Reference 6 Search

Database / Oracle / Oracle Database / Release 19

PL/SQL Packages and Types Reference

212 DBMS_XMLSAVE

213 DBMS_XMLSCHEMA

214 DBMS_XMLSCHEMA_ANNOTATE

215 DBMS_XMLSCHEMA_UTIL

216 DBMS_XMLSTORAGE_MANAGE

2717 DBMS_XMLSTORE

218 DBMS_XPLAN

219 DBMS_XSLPROCESSOR

220 DBMS_XSTREAM_ADM

221 DBMS_XSTREAM_AUTH

222 DEBUG_EXTPROC

223 HTF

224 HTP

225 OWA_CACHE

219 DBMS_XSLPROCESSOR

The pDBMs xsSLPROCESSOR package provides an interface to manage the contents and structure of XML documents.
This chapter contains the following topics:

» DBMS_XSLPROCESSOR Overview

« DBMS_XSI| PROCESSOR Deprecated Subprograms

o DBMS XSLPROCESSOR Security Model
« Summary of DBMS_XSLPROCESSOR Subprograms

See Also:
= QOracle XML DB Developer's Guide

219.1 DBMS_XSLPROCESSOR Overview

The DBMS_XSTLPROCESSOR package provides an interface to manage the contents and structure of XML documents.

Standards

219.3 DBMS_XSLPROCESSOR Security Model

Owned by xDB, the DBMS_®SLPROCESSOR package must be created by s¥s or xD§. The EXECUTE privilege is granted to puBLIC. S
package are executed using the privileges of the current user.

bprograms in this

T e
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Compliance vs Security

Compliance has essentially nothing to do with security

If you achieve 100% compliance, it is possible that it
will still be a trivial exercise to fail at security
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Compliance

Compliance, literally, means that you there is a specification and that your organization is utilizing
specification to evaluate whether it is complying with, or deviating from, that specification.

b

It is possible to be in 100% compliance with a specification

Security Is different. Security does not exist as an absolute. Security is measured by
A Have you been successfully attacked?
A Have you taken actions believed to mitigate or remediate known threats?

A Do you have tripwires, such as auditing, in place that are being-teaé monitored to detect unapproved
activities and configurations

In theory, the two are related

A In an ideal world the specifications are written by a Subject Matter Expert who know show to create and
maintain a secure environment which is essentiaflyer the case

A The attacker does not read the specification and use it as a source of information of what not to do to avoid
detection which is essentialbiways the case




Governance Compliance
I L

3 Requirements |

3.11 Privileged Access Management is configured to enforce the fellowing

3.1 Passwords are required for accounts to access applications and ’ o
password requirements for privileged end-user accounts. (SOX Control)

supporting infrastructure, passwords must comply with thellEEE
standards as documented in ETS-SEC-STD-007 ETS |dentity and Access

Management Standard. (SOX Control) Passwohrﬂd minimtlm Ien%th 3 142
IT IDENTITY AND ACCESS L R
* Minimum Lower Case -
MANAGEMENT User Domain and Application Accounts . Mini Digits - 2
STANDARD Each platform requires a password in conjunction with & user ID. An initial password is My igis -
assigned by Corpeorate Security, Employees are required to change the initial * Minimum Special Characters - 2
ETS-SEC-STD-007 password when first signing on to the platform. Subsequently, the password must be * Passwords must be rotated every 7 days
changed, at a minimum, every 90 days. Employees will be prompted at the expiration s  Multi-factor authentication is required to access CyberArk
of this period to change their password but can do so at any time more frequently if
preferred. 3.12 Privileged Access Management must enforce passwords for managed

privileged end-user accounts to be changed in adherence to a pre-
defined frequency. (SOX Control)

We underwrite
Spporuty:

System Requirements (if technically feasible): The passwords that get automatically rotated are:

« Must be at !east eight (8) chara@er& in length. * Privileged end user accounts are automatically rotated every 7 days
= Must contain at least one numeric character, one upper case, cne lower case

letter, and one special character (e.g. #, §, %, !, =, &).

#  Utilize Dictionary sgakehdamcamonatdatsls )
«  Passwords must bd changed at least every 90 days. Fage 13 of 21 Everest INTERNAL Published: MARCH 2024
* Password files an !«gmw—]
* Previously used passwords are tracked for a minimum of 24 generations and
cannot be reused.
# Invalid password attempts have been restricted to & attempts. |

SQOL Server Accounts

SQOL Server Account passwerds must be at least eight (B) characters in length, in .
adherence to Micresoft guidelines. _
MNumber: ETS-5EC-5TD-007

90-day rotation exception Title - IT IDENTITY AND ACCESS MANAGEMENT STANDARD
In some cases, passwords do not rotate every 90 days. They include:
+ |Dsthat are disabled
* |Dsthat have not been logged in te, but if used would be required to change
their password
* |Dsthat do not support interactive logon
* |Dsthat have been giving an exception

. unts and SQL Server SA accounts are automatically rotated

every 7 days
If ot be rotated as described above a2 documented exception
must be in place.

3.13 CyberArk Administrative Account (CyberArk_RC) must comply with
defined security parameters.
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General Standards Compliance

Confidence in the Connected World

Quick Links
CIS Centrols CIS Benchmarks CIS.CAT Pro MS.ISAC
-
C I S ~ Center for Internet Security’

Cybersecurity Best Practices Cybersecurity Tools Cybersecurity Threats

p Blog Post: Announcing CIS Benchmark for Docker 1.8 See all the latest

& Mms-ISAC

CIS is home to the
Multi-State Information

to safeguard public and private organizations Sharing and Analysis
. Center
against cyber threats. |

CIS harnesses the power of a global IT community

Learn more

Consensus-based Guidelines Objective Standards
CIS Benchmarks and CIS Controls are consensus-based guides curated Our security best practices are referenced global standards verified by

Secure Online Experience
CIS is an independent, non-profit organization with a mission to
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Industry Specific Standards Compliance

12

Contact Change Your Language W

Security @
Standards Council Q

Get Started Assessors & Solutions Training & Qualification About Us Get Involved Newsroom

DOCUMENT LIBRARY !

The Document Library includes a framework of specifications, tools, measurements and support resources to help organizations
ensure the safe handling of cardholder information at every step.

Featured Documents

PCI DSS v4.0 At a Glance PCI DSS v4.0 P2PE v3.x Technical FAQs

View Documents @ View Documents @ View Documents @
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Group Specific Standards Compliance
NERC

] Account Log-In/Register | Contact Us
NORTH AMERICAN ELECTRIC
RELIABILITY CORPORATION

About NERC Career Opportunities Governance Committees Program Areas & Departments Standards Initiatives Reports Filings & Orders Newsroom

Home > Search > Search

Result type cybersecurity L0

PDFE All  Reliability Risk Mgmt. Compliance Training & Certification Standards ...

SharePoint Site
PDFs for "cybersecurity”
Web page
_Zl White_Paper_Cybersecurity_for DERs_and_DER_Aggregators
Whitepaper: Cyber Security for Distributed Energy Resources and DER Aggregators ...
www.nerc.com/.../White_Paper_Cybersecurity_for DERs_and_DER_Aggrega...

Zip

Modified date [# Recommendations-for-Solar-Energy-Cybersecurity

B CYBERSECURITY CONSIDERATIONS ... IBR/DER cybersecurity attacks may impact the
energy critical infrastructure sector ... CYBERSECURITY IMPACTS ... state of the IBR/DER
when ... cybersecurity incident ...

- www.nerc.com/.../Recommendations-for-Solar-Energy-Cybersecurity.pdf
One Year Ago Today

SHOW MORE
About 248 results

All

CIPC Cybersecurity Workshop

CIPC Cybersecurity Workshop March 8, 2016 | 800 a.m. — Noon EST Hyatt Regency ... Click
here for CIPC Cybersecurity Workshop Registration ...
www.nerc.com/Lists/main_calendar/DispForm.aspx?ID=7456

CIPC Workshop - Cybersecurity

So how will utilities fill critical cybersecurity positions in the future ... Learn what’s being
done today to secure the cybersecurity workforce of tomorrow ...

www.nerc.com/Lists/main_calendar/DispForm.aspx?ID=7546
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Regulatory Compliance

Regulations (laws enforced by government agencies) rarely specify what you must do in a prescripﬂ
form. Regulations often provide general guidance such as:

"My must not grant excessive privileges" and leave it up to each individual organization to decide what
that means to them.

That doesn't mean you can do anything you want ... because ... if you are breached or otherwise come
to the regulator's attention, they will hold you to something, in law, as "Standard and Customary."

"Standard and Customary" means, for example, if the standard is that you protect your network with a
firewall, and you don't have one, you are at risk.

Other regulations will point to Standards written by other governments and agencies.
A In the US, HIPAA is the law, the standard is National Institute of Standards & Technology (M&SZ)S800

A In the Five Eyes countries ... Australia, Canada, New Zealand, US and UK one security standard for defens
and intelligence that most be complied with is the US Secure Technical Implementation Guides (STIG)
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NIST Special Publication
NIST SP 800-66r2 ipd

Implementing the Health Insurance
Portability and Accountability Act
(HIPAA) Security Rule:

A Cybersecurity Resource Guide

Initial Public Draft

Jeffrey A Marron

This publication is available free of charge from:
https://doi.org/10.6028/NIST SP.800-6612.ipd

MATIOMAL INSTITUTE OF
STANDARDS AND TECHNOLOGY
L ERARTHE

NISTIR 8374

sk Management:

ecurity Framework Profile

William C. Barker
William Fisher
Karen Scarfone
Murugiah Souppaya

bn is available free of charge from:
bs-//doi.org/10.6028/NIST IR 8374

NIST Special Publication 800-207

Zero Trust Architecture

Scott Rose
Oliver Borchert
Stu Mitchell
Sean Connelly

This publication is available free of charge from
https-//doi.org/10.6028 NIST SP.800-207

COMPUTER SECURITY

National Institute of
Standards and Technelogy
U5 Degoriment of Commerce




Regulatory Compliance

CISA Sectors: Financial Services

B Anofficial website of the United States government  Here's how you know REPORT SUBSCRIBE CONTACT SITE MAP
Q C cisa.gov/uscert )
CYBERSECURITY (@) )
& INFRASTRUCTURE —
SECURITY AGENCY <«
iy INFRASTRUCTURE &, EMERGENCY 7, NATIONAL RISK ABouT ()
@ CYBERSECURITY SECURITY $/1Y COMMUNICATIONS 4 MANAGEMENT &b CISA KA NEDW

About CISA > Infrastructure Security > Critical Infrastructure Sectors > Financial Services Sector

Critical Infrastructure FINANCIAL SERVICES SECTOR

Sectors

The Financial Services Sector represents a vital component of our nation's critical
Chemical Sector infrastructure. Large-scale power outages, recent natural disasters, and an increase in

the number and sophistication of cyberattacks demonstrate the wide range of potential |

Commercial Facilities Sector risks facing the sector.

Communications Sector Expand All Sections

Critical Manufacturing Sector Sector Overview
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Global Compliance and Data Sovereignty / Data Localization

An organization such as PayPal needs think globally and likely you do too.

17 Copyright © 2025, Oracle and/or its affiliates | Confidential E




Lesson 1: Grants to PUBLIC

Grants to PUBLIC and gratdsevery connected session that are always
active.All grants made to PUBLIC are as safe a risk.
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L1: What Is PUBLIC? v
ro

PUBLIC is a special role, sometimes referred to as a "group" but it is unique in that it is the only "
not visible in the data dictionary views as a role ... and it is granted, without exception, to every
connected session. Whatever is granted to PUBLIC is granted to attackers too.

SELECT COUNT(*) FROM cdb_users WHERE username = 'PUBLIC;

COUNT(*)

0
SELECT COUNT(*) FROM cdb_roles = WHERE role = 'PUBLIC',

COUNT(*)

0

SELECT user#, name, type#
FROM user$
WHERE name IN ('C#NOPRIVS', 'DBA', 'PUBLIC");

USER# NAME TYPE#

189 C##NOPRIVS 1
4 DBA 0
1 PUBLIC 0
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L1: Creating A Uses

Because this is a user group meeting, we are going to assume nothing.

-- log in as the database owner
sqlplus conn / as sysdba

connected.
-- if you are not in SQL*Plus
--  who am I?
SQL> sho user SELECT username FROM user_users
USER is "SYS"

SELECT sys_context (‘USERENV','AUTHENTICATED_IDENTITY') FROM dual;
-- where am |I: Geography is important?

SQL> sho con_id SELECT sys_context ('USERENV', 'CDB_NAME') FROM dual;
CON_ID SELECT sys_context ('USERENV','CON_ID') FROM dual;

-1- ---------------------------- SELECT sys_context ('USERENV', 'CON_NAME') FROM dual,;
SQL> sho con_name SELECT sys_context ('USERENV', 'CURRENT_USER') FROM dual;
CON_NAME SELECT sys_context ('USERENV', 'DB_NAME') FROM dual;
CDB$ROOT ------------- SELECT sys_context ('USERENV', 'INSTANCE') FROM dual;

-- Ccreate a new user SELECT sys_context ('USERENV', 'SESSION_USER') FROM dual;
SQL> CREATE USER c##noprivs r

User created.
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L1: Creating A Uses

21

-- log in as the new user

SQL> conn c## noprivs ;

Enter password:

ERROR:

ORA 01017: invalid username/password; logon denied

Warning: You are no longer connected to ORACLE.

-- the user exists but, without a means of authentication no way to connect
-- log in again as the database owner

SQL> conn/ as sysdba

connected.

-- let's look at what we did when we created the user c##

noprivs
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L1: Creating A Uses

SQL> desc cdb_users set linesize 181

Name Null?  Type col password format a10

BgEENIADME Ncl)\ITOJUNLliLNLLYI\?BREC:ARZ(lZS) SELECT password , account_status , lock date
HASSITOIND Ve MO RGN \IjVRHCI)EI\IgI(E:dubs_eﬁz:rS]e ~ 'C##NOPRIVS":
ACCOUNT_STATUS NOT NULL VARCHAR2(32) ’
LOCK_DATE DATE

EXPIRY DATE DATE PASSWORD ACCOUNT_STATUS LOCK_DATE
DEFAULT_TABLESPACE NOT NULL VARCHAR2(30)

TEMPORARY_TABLESPACE NOT NULL VARCHAR2(30)

LOCAL_TEMP_TABLESPACE VARCHAR2(30)

CREATED NOT NULL DATE

PROFILE NOT NULL VARCHAR2(128) ,
INITIAL_RSRC_CONSUMER_GROUP VARCHAR2(128) SELECT con_id , account_status , lock_date
EXTERNAL_NAME VARCHAR2(4000) FROM cdb_users

PASSWORD_VERSIONS VARCHAR2(17) WHERE username = 'C##NOPRIVS';
EDITIONS_ENABLED VARCHAR2(1)

AUTHENTICATION_TYPE VARCHAR2(8) CON_ID ACCOUNT_STATUS LOCK_DATE
PROXY_ONLY_CONNECT VARCHAR2(1)

COMMON VARCHAR2(3)

LAST_LOGIN TIMESTAMP(9) WITH TIME ZONE

ORACLE_MAINTAINED VARCHAR2(1)

INHERITED VARCHAR2(3)

DEFAULT_COLLATION VARCHAR2(100)

IMPLICIT VARCHAR2(3)

ALL_SHARD VARCHAR2(3)

PASSWORD_CHANGE_DATE DATE

CON_ID NUMBER




_1: Creating A Usek
SQL> desc cdb_users SELECT default_tablespace , temporary_tablespace
Name Null?  Type FROM cdb_users
"""" WHERE username = 'C##NOPRIVS
USERNAME NOT NULL VARCHAR?2(128)
USER_ID NOT NULL NUMBER
PASSWORD VARCHAR2(4000) DEFAULT _TABLESPACE TEMPORARY_TABLESPACE
ACCOUNT_STATUS NOT NULL VARCHAR2(32)
LOCK_DATE DATE CDBROOT_TEMP
EXPIRY_DATE DATE SYSTEM TEMP
DEFAULT _TABLESPACE NOT NULL VARCHAR2(30)
TEMPORARY_TABLESPACE NOT NULL VARCHAR2(30) SELECT profile, initial_rsrc_consumer_group
LOCAL_TEMP_TABLESPACE VARCHAR2(30) FROM cdb users
CRERTED MO NIUIHE (DT WHERE username = 'C##NOPRIVS';
PROFILE NOT NULL VARCHAR2(128)
INITIAL_ RSRC_CONSUMER_GROUP VARCHAR2(128)
EXTERNAL_NAME VARCHAR2(4000) PROFILE INITIAL_RSRC_CONSUMER_GROUP
PASSWORD_VERSIONS VARCHAR2(17)
AUTHENTICATION_TYPE VARCHAR2(8) DEFAULT DEFAULT_CONSUMER_GROUP
PROXY_ONLY_CONNECT VARCHAR2(1)
COMMON VARCHAR2(3) SELECT password_versions , authentication_type
LAST_LOGIN TIMESTAMP(9) WITH TIME ZONE FROM cdb users
ORACLE_MAINTAINED VARCHAR2(1) WHERE us_emame = C##NOPRIVS"
INHERITED VARCHAR2(3) - :
DEFAULT_COLLATION VARCHARZ2(100)
IMPLICIT VARCHAR2(3) PASSWORD_VERSIONS AUTHENTI
ALL_SHARD VARCHAR2(3)
PASSWORD_CHANGE_DATE DATE
CON_ID NUMBER
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L1: Creating A Uses

-- let's get back to the problem that our user cannot authenticate
sqlplus conn / as sysdba
connected.

-- let's give our user a password
SQL> ALTER USER c## noprivs  identified by SECRET;

User altered.

-- and try to connect using the password

SQL> conn c## noprivs /secret

ERROR:

ORA 01017: invalid username/password; logon denied

Warning: You are no longer connected to ORACLE.

-- and try again but this time enter the password correctly (case sensitive)
SQL> conn c## noprivs /SECRET

ERROR:

ORA 01045: user C##NOPRIVS lacks CREATE SESSION privilege; logon denied

Warning: You are no longer connected to ORACLE.

-- the user has a password, we entered it correctly, but we didn't grant
-- aprivilege to the user providing the privilege to connect
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L1: Creating A Uses

-- but, let's connect again as the database owner and return to the problem
-- that our user still cannot connect

SQL> sqglplus conn / as sysdba

connected.

-- there are only one privileges that make it possible to connect to an
-- Oracle Database ... there are 3 different ways to grant it.

1. A direct grant which is what we are going to do ... it is not the safest
2. Granting the CONNECT role which violates the Principle of Least Privilege
3. Turning our user into a PROXY USER which is to advanced for this workshop

GRANT create session TO c## noprivs
Grant succeeded.

SQL> conn c## noprivs /SECRET;
Connected.

SELECT password, password_versions
FROM cdb_users
WHERE username = 'C##NOPRIVS
FROM cdb_users

*
ERROR at line 2:
ORA 00942: table or view does not exist
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L1: Creating Other User Syntax

26

create_user::=

—;| CREATE B USER -(user)—»—

HTTP

A BY p((password )4

1 DIGEST -){ e
{ DiGesT | D'S“E’LEj_l

EXTERNALLY

©

certificate_ DN

kerberos_principal_name

IDENTIFIED o~

 GLOBALLY >

AS

P

value
b—‘MUHE_ (ke )

ROLE

L

IAM_GROUP_NAME °
IAM_PRINCIPAL_NAME

NO |5 AUTHENTICATION
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L1: Creating Other User Syntax

i

DEFAULT

Y

-.[ COLLATION -(oouatim_nm;e}

DEFAULT

| TABLESPACE P tablespace )

f' LOCAL 2y
,| TEMPORARY -:| TABLESPACE

i
<

tablespace}]

tablespace_group_name

size_dlause
QUOTA ON
UNLIMITED
1
N
H PROFILE [ profie )

PASSWORD -.| EXPIRE

LOCK
ACCOUNT +{ R

UNLOCK V
H ENABLE [ EDITIONS
f CURRENT \
CONTAINER (= —

S
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L1: Data Dictionary Access

Data Dictionary/Catalog Basics

A A google search asking about what the data dictionary is, what the catalog is, and what the difference
doesn't just return a hallucination: It is wrong

A The foundation of relational databases is that they contain a catalog or dictionary

Rule 4: The Dynamic/Active Online Catalog on the basis of the Relational Model

A DB dictionary is a logical representation of the whole logical structure of a descriptive DB
that needs to be stored online. It grants users access to the DB and uses a query language
that is comparable to that of the DB.

A There are 5 levels to the Oracle Database catalog

Tables
USER/iews
ALL Views
DBA Views
CDB Views

Heap tablepwned by the user SYS and ending with the $ suffix: For example: USER$
Objectsand Privileges owned by the connected user

Objects and Privilegesvned by, or granted to the connected user

All Objects and Privileges in the current Contai@sen if not a container database)

All Objects and Privileges in the current Container

X$, GV$ and V$ "views" are not SQL views, they are, visualizations of memory structures.




L1: Data Dictionary Access ‘

Log back in as the user with privileges to view information about C#NOPRIVS and find the user's

password version.
SQL> conn / as sysdba

SELECT password_versions , authentication_type
FROMcdb _users
WHERE username = 'C##NOPRIVS

PASSWORD_VERSIONS AUTHENTI

11G 12C PASSWORD
11G 12C PASSWORD

What's different when the user logs in with their own privileges and tries to run the query?
SQL> conn c## noprivs /SECRET

SELECT password_versions , authentication_type
FROMuser _users
WHERE username = 'C##NOPRIVS
SELECT password_versions , authentication_type
*
ERROR at line 1:
ORA 00904: "AUTHENTICATION_TYPE": invalid identifier

Alter the query so that you can view your own password versions




Lesson 2: Profiles

Every connected databasession must have Profile. The profile has a
direct impact on security, on compliance with the Principle of Least
Privilege, and on the ability to survive a Deiu&Service Attack.
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L2: Profiles

The Oracle Database Profile is a mandatory part of the configuration of every connected session
properly designed, directly impacts every aspect of what that session can and cannot do.

By default, all users at the instant of their creation in the database are assigned to the DEFAULT Profile
created by Oracle Corp. which is, by definition, the worst profile you could possibly ever create. If you
have any users assigned to DEFAULT, and you have not customized your DEFAULT Profile, by definitic
attacking your database is trivial.

A Profile consists of two different types of resources: Kernel and Password: Referred to as the Resourc
Name and Resource Type. The value assigned to each resource, within a Profile is called a Limit. A us
can only have one Profile and that Profile cannot be altered by the user.




L2: Profile Data Dictionary

What are the associated data dictionary objects and what di they show?

32

-- we will begin our investigation at the database owner level

SQL> sqlplus conn / as sysdba
connected.

SQL> desc cdb_profiles

Name Null? Type

PROFILE NOT NULL VARCHAR2(128)
RESOURCE_NAME  NOT NULL VARCHAR2(32)
RESOURCE_TYPE VARCHARZ2(8)

LIMIT VARCHAR2(128)

COMMON VARCHARZ2(3)

INHERITED VARCHAR2(3)

IMPLICIT VARCHARZ2(3)

CON_ID NUMBER

Copyright © 2025, Oracle and/or its affiliates | Confidential

profile name

the value assigned to each resource
YES indicates the resource is in all containers

the container associated with the row




AR

L2: Profile Resource Types

What are the associated resource names and types?

SELECT DISTINCT resource_type , resource_name
FROMcdb_profiles
ORDER BY by 1,2;

RESOURCE RESOURCE_NAME

KERNEL COMPOSITE_LIMIT

KERNEL CONNECT_TIME

KERNEL CPU_PER_CALL

KERNEL CPU_PER_SESSION

KERNEL IDLE_TIME

KERNEL LOGICAL_READS_PER_CALL
KERNEL LOGICAL_READS_PER_SESSION
KERNEL PRIVATE_SGA

KERNEL SESSIONS_PER_USER
PASSWORD FAILED_LOGIN_ATTEMPTS
PASSWORD INACTIVE_ACCOUNT_TIME
PASSWORD PASSWORD_GRACE_TIME
PASSWORD PASSWORD_LIFE_TIME
PASSWORD PASSWORD_LOCK_TIME
PASSWORD PASSWORD_REUSE_MAX
PASSWORD PASSWORD_REUSE_TIME
PASSWORD PASSWORD_VERIFY_FUNCTION
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L2: Profile Kernel Resources

COMPOSITE_LIMIT

CONNECT_TIME
CPU_PER_CALL

CPU_PER_SESSION

IDLE_TIME
LOGICAL_READS PER_CALL

LOGICAL_READS PER_SESSIOl
PRIVATE_SGA
SESSIONS_PER_USER

See ALTER RESOURCE COST in the online docs
https://devdoc.net/database/OracleDoc_19c_index/content/sqlrf/ALTRIRSOUREEDST.htmi#GUIBRDCB4151134722-8A54E90E1AE7DB54

The maximum length of time a single session can be connected

The accumulatedum of available CPU within a single SQL statement.
If one session can use it all that is the definition of a Denial of Service Attack

The accumulatedum of available CPU within a single session
The maximuntime a single session can remain connected to the database while performing no work

The accumulatedum of available CPU within a single SQL statement.
If one session can use it all that is the definition of a Denial of Service Attack

The accumulatedum of available CPU within a single session
Applies only with Shared Server Architecture

The maximumumber of time

If the startup parameteRESOURCE_LIMITis not set toTRUEKernel Limits are ignored

-



L2: Validating and Setting the Resource Limit Startup Parameter

If the resource_limit parameter is set to FALSE, the kernel type parameters are ignored.

begin your investigation at the database owner level
SQL> sqglplus conn / as sysdba

connected.

SELECT inst_id , con_id , name, value

FROM CONTAINERS(sys.gv_$parameter) Why gv$?
WHERE name = 'resource_limit' Why inst_id?
INST_ID CON_ID NAME VALUE

1 1resource_limit FALSE
1 4resource_limit FALSE

Set RESOURCE_LIMIT to TRUE to enforce kernel limits and reduce the attack surface

ALTER SYSTEM SET resource_limit = TRUE COMMENT = 'DM 04/17/2025' SID = *' SCOPE=BOTH,;
System altered.

repeat the query and verify the change was successful.




L2: Profile Password Resources

FAILED_LOGIN_ATTEMPTS

INACTIVE_ACCOUNT_TIME

PASSWORD GRACE_TIME

PASSWORD_LIFE_TIME

PASSWORD_LOCK_TIME

PASSWORD_REUSE_MAX
PASSWORD_REUSE_TIME

The number of failed login attempts with a usernalrefore the account is locked.
How can this be used to create a Denial of Service attack?
What is the impact of the PASSWORD_LOCK_TIME limit?

The number of days amused username account remains open before it is locked.
What is the impact of the PASSWORD_LOCK_TIME limit?

Not what it seems to be: Take careful notes. Always set to@epasswords may never expire.
ALTER PROFILE default LIMIT password_grace_time 0;

Assuming thgassword_grace_times set to zero, the number of days before a password expires and
must be reset.
What is the impact of the PASSWORD_LOCK_TIME limit?

The number of days a locked account remains locked before it is automatically unlocked.
UNLIMITED is the best chofoe almost all databases.

The maximum number of times a password camdseied

Thenumber of days between when a password expires and when it can be reused.

PASSWORD_VERIFY_FUNCTION The DEFAUIprofile doesn't have one. Without one passwords are essentially meaningless.

A new LimitPASSWORD_ ROLLOVER_TIME&s added in 21c and backported to 19c

-



L2: The DEFAULT Profile

The DEFAULT profile is what is automatically assigned to all newly created users unless a different
IS created and specified. It cannot be dropped. But it can be altered

-- open the file $ORACLE_HOME/rdbms/admin/ denv.bsq
create profile "DEFAULT" limit [* default value, always present */
composite_limit unlimited /* service units */
sessions_per_user unlimited /* logins per user id */
Cpu_per_session unlimited /* cpu usage in minutes */
cpu_per_call unlimited /* max cpu minutes per call */
logical _reads_per_session unlimited
logical_reads_per_call unlimited
idle_time unlimited
connect_time unlimited
private_sga unlimited /* valid only with TP - monitor */
failed_login_attempts 10
password_life_time unlimited
password_reuse_time unlimited
password_reuse_max unlimited
password_verify_function null
password_lock_time unlimited
password_grace_time unlimited
inactive_account_time unlimited
container=current
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L2: The ORA_STIG_PROFILE Profile ‘

This profile is more secure than DEFAULT but still only a template for user modification.

open the file $ORACLE_HOME/rdbms/admin/ catpvf.sql
declare
profile_exists exception;
pragma exception_init ( profile_exists , -02379);
begin
execute immediate ‘create profile ora_stig_profile limit
password_life_time 60
password_grace_time 5
password_reuse_time 365
password _reuse_max 10
failed_login_attempts 3
password_lock_time unlimited
inactive_account_time 35
idle_time 15
password_verify function oral2c_stig verify function
container=current
exception
when profile_exists then
null;
end;
/
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L2: ASRA Profile Example 1: Users Assigned To A Profile ‘

The number of users assigned to each profile (PDB 3, only)

SELECT con_id , profile, COUNT(*)
FROMcdb_users
GROUP BY con_id , profile;

ABCPC_END_USER
C##DBLCMPROFILE
C##IMPERVA_PROF

DBSTAT
174
DEFAULT
EDMZ_PROF
PWNOEXP 5

SVCACCT_PROFILE
SVC_IMPERVA_PROF

W W W w W w w w w
< 2 2 2 << Z2 Z2 Z Z
= IN| P
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L2: ASRA Profile Example: Kernel Limits

Profile COMPOSITE CPU CPU LOGICAL READS LOGICAL READS PER PRIVATE
LIMIT PER PER PERCALL SESSION SGA

CALL SESSION

ABCPC_ACTCADS_SCHEMA UNLIMITED UNLIMITED UNLIMITED UNLIMITED UNLIMITED UNLIMITED
ABCPC_END_USER UNLIMITED UNLIMITED UNLIMITED UNLIMITED UNLIMITED UNLIMITED
APP_USER UNLIMITED UNLIMITED UNLIMITED UNLIMITED UNLIMITED UNLIMITED
C##DBLCMPROFILE UNLIMITED UNLIMITED UNLIMITED UNLIMITED UNLIMITED UNLIMITED
C##IMPERVA_PROF UNLIMITED UNLIMITED UNLIMITED UNLIMITED UNLIMITED UNLIMITED
C#HtPWNOEXP UNLIMITED UNLIMITED UNLIMITED UNLIMITED UNLIMITED UNLIMITED
DBA_USER UNLIMITED UNLIMITED UNLIMITED UNLIMITED UNLIMITED UNLIMITED
DBSTAT UNLIMITED UNLIMITED UNLIMITED UNLIMITED UNLIMITED UNLIMITED
DEFAULT UNLIMITED UNLIMITED UNLIMITED UNLIMITED UNLIMITED UNLIMITED
EDMZ_PROF UNLIMITED UNLIMITED UNLIMITED UNLIMITED UNLIMITED UNLIMITED
FUNC_USER UNLIMITED UNLIMITED UNLIMITED UNLIMITED UNLIMITED UNLIMITED
IMPERVA_PROF UNLIMITED UNLIMITED UNLIMITED UNLIMITED UNLIMITED UNLIMITED
MONITORING_PROFILE UNLIMITED UNLIMITED UNLIMITED UNLIMITED UNLIMITED UNLIMITED
PRO_APP_OWNER UNLIMITED UNLIMITED UNLIMITED UNLIMITED UNLIMITED UNLIMITED
PWNOEXP UNLIMITED UNLIMITED UNLIMITED UNLIMITED UNLIMITED UNLIMITED
SVCACCT_PROFILE UNLIMITED UNLIMITED UNLIMITED UNLIMITED UNLIMITED UNLIMITED

SVC_IMPERVA_PROF UNLIMITED UNLIMITED UNLIMITED UNLIMITED UNLIMITED UNLIMITED

40 Copyright © 2025, Oracle and/or its affiliates | Confidential




L2: ASRA Profile Example: Kernel Ligits

ABCPC_ACTCADS_SCHEMA UNLIMITED UNLIMITED UNLIMITED
APP_USER UNLIMITED UNLIMITED UNLIMITED
C##DBLCMPROFILE UNLIMITED UNLIMITED UNLIMITED
C##IMPERVA_PROF UNLIMITED UNLIMITED UNLIMITED
C##PWNOEXP UNLIMITED UNLIMITED UNLIMITED
DBA_USER UNLIMITED UNLIMITED UNLIMITED
DBSTAT UNLIMITED UNLIMITED UNLIMITED
DEFAULT UNLIMITED UNLIMITED UNLIMITED
EDMZ_PROF UNLIMITED UNLIMITED UNLIMITED
FUNC_USER UNLIMITED UNLIMITED UNLIMITED
IMPERVA_ PROF UNLIMITED UNLIMITED UNLIMITED
MONITORING_PROFILE UNLIMITED UNLIMITED UNLIMITED
PRO_APP_OWNER UNLIMITED UNLIMITED UNLIMITED
PWNOEXP UNLIMITED UNLIMITED UNLIMITED
SVCACCT_PROFILE UNLIMITED UNLIMITED UNLIMITED
SVC_IMPERVA PROF UNLIMITED UNLIMITED UNLIMITED
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L2: ASRA Profile Example: Password Verify Function Assignments

ABCPC_ACTCADS_SCHEMA

42
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ABCPC_END_USER

APP_USER
C##DBLCMPROFILE

C##IMPERVA_PROF

CH##PWNOEXP
DBA_USER
DBSTAT

DEFAULT

EDMZ_PROF

FUNC_USER

IMPERVA_PROF

MONITORING_PROFILE

PRO_APP_OWNER

PWNOEXP

SVCACCT_PROFILE
SVC_IMPERVA_PROF

5
3,4,5,10
6
1
1,3,4,5,6,7,8,10

1

3,4,5,6,7,8,10
4,6,10
1
3,4,5,6,10

1
3,4,5,6,7,8,10

1
3,4,5,6,7,810

1,7,8
4,5,6,10
1
1,8
4
3,5,10

6

8

1

3,4,5,6,10

Limit

DEFAULT

ABCPC_PASSWORD_CHECK

DEFAULT

FN_CUSTOM_PASSWORD_VERIFY

NULL

FN_IMPERVA_PASSWORD_VERIFY

FROM_ROOT
DEFAULT

FN_CUSTOM_PASSWORD_VERIFY

NULL

NULL
DEFAULT

NULL

FN_CUSTOM_PASSWORD_VERIFY

DEFAULT

FN_CUSTOM_PASSWORD_VERIFY

FN_CUSTOM_PASSWORD_VERIFY

FN_CUSTOM_PASSWORD_VERIFY
ABCPC_PASSWORD_CHECK

DEFAULT
NULL

DEFAULT

DEFAULT

FN_C OM_PASSWORD_VERIFY

LD

w




L2: ASRA Profile Example 4: Password Limits

Profile FAILED INACTIVE PASSWORD PASSWORD PASSWORD PASSWORD PASSWORD
LOGIN ACCOUNT GRACE LIFE LOCK REUSE REUSE
ATTEMPTS TIME TIME TIME TIME MAX TIME

ABCPC_ACTCADS_SCHEMA
ABCPC_END_USER
APP_USER
C##DBLCMPROFILE
C##IMPERVA_PROF

C##PWNOEXP UNLIMITED UNLIMITED UNLIMITED “ UNLIMITED _

DBSTAT 6 and UNLIMITED UNLIMITED UNLIMITED UNLIMITED _ UNLIMITED UNLIMITED

DEFAULT UNLIMITED _ 13 and UNLIMITED 365 and UNLIMITED
EDMZ_PROF UNLIMITED _ 13 and UNLIMITED 365 and UNLIMITED

MONITORING_PROFILE

PWNOEXP 6 and 10 UNLIMITED 999 and UNLIMITED 365 and UNLIMITED
SVC_IMPERVA_PROF UNLIMITED 365 and UNLIMITED

PRO_APP_OWNER

No Protection Against Brute Force Attack Password Never Expires Insufficient Time Inconsistent Values

43 Copyright © 2025, Oracle and/or its affiliates | Confidential




L2: ORA12C _VERIFY_FUNCTION Fugngction

A password verify function, Oracle provides a number of themilbms/admin/  catpvf.sql and
customers can modify ours or create their own, verify (retiRUB or reject (returnFALSE) passwords

during a password creation or change.
Consider Oracle's password verify functions as a starting point not as "good enough."

A password function may call other PL/SQL functions and if any of them are invalid the password
verification will fail.

SELECT con_id, object_ name |, status, created
FROMcdb_objects
WHEREobject name ='ORA_STRING_DISTANCE

CON_ID OBJECT_NAME STATUS CREATED

1 ORA_STRING_DISTANCE VALID 30 -MAY¥ 2019 03:30:50
4 ORA_STRING_DISTANCE VALID 30 - MAY¥ 2019 04:02:24

-




L2: ORA12C_VERIFY_FUNCTION Fuggction

Identify password verify function dependencies

SQL> col referenced_owner format al7

SELECT con_id, referenced owner , referenced name , referenced type
FROMcdb_dependencies

WHERE owner = 'SYS' AND name = 'ORA12C_VERIFY_FUNCTION'

ORDER BY 2,3,1;

CON_ID REFERENCED_OWNER REFERENCED_NAME REFERENCED_TYPE
1SYS DBMS_STANDARD PACKAGE
4 SYS DBMS_STANDARD PACKAGE
1SYS ORA_COMPLEXITY_CHECK FUNCTION
4 SYS ORA_COMPLEXITY_CHECK FUNCTION
1SYS ORA_STRING_DISTANCE FUNCTION
4 SYS ORA_STRING_DISTANCE FUNCTION
1SYS STANDARD PACKAGE
4 SYS STANDARD PACKAGE
1 SYS SYS_STUB_FOR_PURITY_ANALYSIS PACKAGE
4 SYS SYS_STUB_FOR_PURITY_ANALYSIS PACKAGE
1 SYS UTL_LMS PACKAGE
4 SYS UTL_LMS PACKAGE
1 SYS V$DATABASE VIEW
4 SYS V$DATABASE VIEW
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L2: ORA_COMPLEXITY_CHECK Function ‘
mu

The Oracle provided complexity check function can be modified to change the minimum of maxi
number of characters in a password, change the count of each type of character, include and exclude
specific characters, and look up words in a consisting of words in one or more languages, common
names, organizatioinelated names such as products and divisions, common abbreviations and
acronyms, and essentially anything else a customer can write into a PL/SQL or Java function.

Rem Function: " ora_complexity_check " - Verifies the complexity
Rem of a password string.
Rem

Rem If not null, each of the following parameters specifies the minimum
Rem number of characters of the corresponding type from input character set.

Rem chars - All characters (i.e. string length)
Rem letter - Alphabetic characters
Rem uppercase - Alphabetic uppercase characters
Rem lowercase - Alphabetic lowercase characters
Rem digit - Numeric characters
Rem special - All non alpha - numeric characters except
Rem double quote which is a password delimiter
IF NOT ora_complexity check ( password, chars => 8, letter => 1, digit => 1, special => 1 ) THEN
RETURN(FALSE);

END IF;




L2: ORA_STRING_DISTANCE Function #
e

The Oracle provided string distance function compares the current password with the proposed n
password to determine the number of differences.

Rem Function: "ora_string_distance" - Calculates the Levenshtein distance
Rem between two strings 's' and 't'.

Rem The Levenshtein distance between two words is the minimum number

Rem of single - character edits (insertion, deletion, substitution)

Rem required to change one word into the other

Check if the password differs from the previous password by at least
3 characters
IF old_password IS NOT NULL THEN

differ := ora_string_distance (old_password , password);
IF differ < 3 THEN
ret .= utl_Ims.get_message (28211, 'RDBMS', 'ORA, lang , message);
raise_application_error (-20000, utl Ims.format_message (message, 'three"));
END IF;

END IF ;




L2: Other Password Verification Checks

-- Check if the password contains the username

IF regexp_instr  (password, canon_username ,1,1,0,"' i ) >0 THEN
ret .= utl_Ilms.get_message (28207, 'RDBMS', 'ORA, lang , message);
raise_application_error (- 20000, message);

END IF;

--  Check if the password contains the username reversed
FOR i in REVERSE 1..length( canon_username ) LOOP

reverse_user = reverse_user || substr (canon_username , i, 1);
END LOOP;
IF regexp_instr (password, reverse user ,1,1,0,' 1 ) >0 THEN
ret .= utl_Ims.get_message (28208, 'RDBMS', 'ORA, lang , message);
raise_application_error (- 20000, message);
END IF;

-- Check if the password contains the server name

select name into db_name from sys.v$database ;

IF regexp_instr (password, db_name, 1, 1,0, i ) >0 THEN
ret .= utl_Ilms.get_message (28209, 'RDBMS', 'ORA, lang , message);
raise_application_error (- 20000, message);

END IF;

--  Check if the password contains ‘oracle’

IF regexp_instr (password, 'oracle’, 1, 1, 0, ' i) >0 THEN
ret .= utl_Ilms.get_message (28210, 'RDBMS', 'ORA, lang , message);
raise_application_error (- 20000, message);

END IF;
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L2: Reverse Engineering A Profile Verify Function
The DBMS_METADATA binlpackage enables reverse engineering most things in the Oracle Databa

SQL> set long 1000
SELECT dbms_metadata.get_ddl (PROFILE', 'DEFAULT') FROM dual;

DBMS_METADATA.GET_DDL('PROFILE','DEFAULT")
ALTER PROFILE "DEFAULT"
LIMIT
COMPOSITE_LIMIT UNLIMITED
SESSIONS_PER_USER UNLIMITED
CPU_PER_SESSION UNLIMITED
CPU_PER_CALL UNLIMITED
LOGICAL_READS_PER_SESSION UNLIMITED
LOGICAL_READS_PER_CALL UNLIMITED
IDLE_TIME UNLIMITED
CONNECT_TIME UNLIMITED
PRIVATE_SGA UNLIMITED
FAILED_LOGIN_ATTEMPTS 10
PASSWORD_LIFE_TIME 15552000/86400
PASSWORD_REUSE_TIME UNLIMITED
PASSWORD_REUSE_MAX UNLIMITED
PASSWORD_VERIFY_FUNCTION NULL
PASSWORD_LOCK_TIME 86400/86400
PASSWORD_GRACE_TIMEL/86400
INACTIVE_ACCOUNT_TIME UNLIMITED




L2: Profile Desigm,

; ; o SELECT DISTINCT resource_type , resource_name
Some profiles are highly relevant to security: Others FROMedb. profles
are not. ORDER BY by 1,2;

RESOURCE RESOURCE_NAME

It doesn't make sense to ever assign any user to the EREL GO ReET T

DEFAULT profile because every attacker knows what it d¢ KERNEL  CONNECT_TIME
KERNEL CPU_PER_CALL

and what it does not do. KERNEL CPU_PER_SESSION
KERNEL IDLE_TIME
KERNEL LOGICAL READS PER_CALL

Consider how you would design a profile for each of the ' KERNEL LOGICAL_READS_PER_SESSION
KERNEL PRIVATE _SGA

following user types KERNEL SESSIONS PER USER
PASSWORD FAILED LOGIN ATTEMPTS
A SYS and SYSTEM PASSWORD INACTIVE_ACCOUNT TIME
. PASSWORD PASSWORD GRACE_TIME
A A database administrator PASSWORD PASSWORD_LIFE_TIME
A An app"ca’[ion account PASSWORD PASSWORD LOCK_TIME

. ] ] ) PASSWORD PASSWORD_REUSE_MAX
A An application account that is part of a connection pool  PASSWORD PASSWORD_REUSE_TIME
PASSWORD PASSWORD_VERIFY_FUNCTION
A A readonly user

A A monitoring tool

The Principle of Least Privilege applies to every decision you make
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L2: Profile Desigg,

Some of the considerations you must take into account while always complying with the Principle
Least Privilege

w

How many simultaneous logins does an account require?
A SYS more than one, how does RMAN log in?
A A connection pool might be hundreds or thousands but they may be of short duration
A A DBA might need 2 or 3 for debugging a performance issue

A A report writer might need only one but a reporting server running multiple reports, in parallel, might need
more

A PASSWORD_GRACE_TIME should always be 0: Let's discuss why?
A PASSWORD_LIFE_TIME should comply with written governance or regulatory requirements
A Is there any "real" justification for a password being reused? If so, why change it?

A No Profile should ever exist without a PASSWORD_VERIFY_FUNCTION (PVF) ... but just having a PVF do
mean it is enforcing your security requirements

The most common Profile security mistake is assumingmonans are safer than humans: There is, in fact no
distinction, humans are perfectly capable of using service accounts and the reverse is true, too.




L2: Creating A Profile

In general, every Oracle Database should have:

52

A An unusable DEFAULT profile only assigned to ANONYMOUS and XS$NULL
A A profile for SYS, SYSTEM and DBAs

A A profile for basic users (not part of a connection pool)

A A profile for basic users (part of a connection pool)

A Profiles for monitoring and other specific tools or purposes

CREATE PROFILE doug_profile LIMIT

CONNECT_TIME

CPU_PER_CALL<use AWR report to identify the largest value then add a safety margin>
CPU_PER_SESSION UNLIMITED

FAILED_LOGIN_ATTEMPTS 3

IDLE_TIME 15 (minutes)

INACTIVE_ACCOUNT_TIME 30 (days)

LOGICAL_READS PER_CALL<use AWR report to identify the largest value then add a safety margin>
LOGICAL_READS_PER_SESSION UNLIMITED

PASSWORD_GRACE_TIME O

PASSWORD_LIFE_TIME 90 (days)

PASSWORD_LOCK_TIME UNLIMITED

PASSWORD_REUSE_MAX 1

PASSWORD_REUSE_TIME UNLIMITED

PASSWORD_ROLLOVER_TIME 1

PASSWORD_VERIFY_FUNCTION ORA12C_STIG_VERIFY_FUNCTION
PRIVATE_SGA UNLIMITED

SESSIONS_PER_USER:<user type dependent>
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L2: Create Profile Syntax

create_profile::=

CURRENT

¢ t ]
—| CREATE |3 PROFILE y(profile }of LIMIT murcummemh >

password_pa rametars))

Description of the illustration create_profile.eps

resource_parameters::=

,[ SESSIONS_PER_USER |—\
_| CPU_PER_SESSION |7

CPU_PER_CALL

integer
CONNECT_TIME
o 3>+ UNLIMITED

-| IDLE_TIME I

-[ LOGICAL_READS_PER_SESSION |—

DEFAULT

-[ LOGICAL_READS_PER_CALL |—

3 L
‘{ COMPOSITE_LIMIT I—J
\I PRIVATE_SGA UNLIMITED } v
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L2: Create Profile Syntax

password_parameters::=

A FAILED_LOGIN_ATTEMPTS |

- PASSWORD_LIFE_TIME

PASSWORD_REUSE_TIME |+

4| PASSWORD_REUSE_MAX >+ UNLIMITED

- PASSWORD_LOCK_TIME — DEFAULT

- PASSWORD_GRACE_TIME

 INACTIVE_ACCOUNT_TIME ¢/

- -
-{ PASSWORD_VERIFY_FUNCTION p>— NULL
I\ DEFAULT J

] PASSWORD_ROLLOVER_TIME »—[.j—‘
DEFAULT
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L2: Altering A Profile ‘

After moving all users except ANONYMOUS and XS$NULL to new, secure, profiles and performing

appropriate testing ... render any user created with the DEFAULT profile incapable of connecting to the
database.

ALTER PROFILE DEFAULT LIMIT
LOGICAL_READS_PER_SESSION 1
PASSWORD_LIFE_TIME 1

FAILED_LOGIN_ATTEMPTS 1

PASSWORD_LOCK_TIME UNLIMITED
PASSWORD_VERIFY_FUNCTION oral2c_stig_verify function;

alter_profile::=

CURRENT

y CONTAINER |(=
resnurce_parameter% J f ALL
—f ALTER B PROFILE |s(‘profile )of LIMIT O

password _parameters}j
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L2: Assigning a Profile to a User

Create a user

CREATE USER <user_name >

IDENTIFIED BY "<password>"

DEFAULT TABLESPACE <tablespace_name (not SYSTEM or SYSAUX)
TEMPORARY TABLESPACEtemp_tablespace_name >

QUOTA <integer><M | G | T> ON <tablespace_name>

QUOTA 0 ON SYSTEM

QUOTA 0 ON SYSAUX

PROFILE < profile_name >

PASSWORD EXPIRE;

Reassign an existing user
ALTER USER <user_name > PROFILE < profile_name >;
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Lesson 3System Privileges

System Privileges are privileges that can be granted to a user
or to a Role. System Privileges relate to classes/types of objects
and activities but are not relevant to managing named users or object. <

A user with a System Privilege they do not need or use is a violation.
A user with a Systerrivilege and they don't know what it does is a violation.

57 Copyright © 2025, Oracle and/or its affiliates | Confidential E




L3: System Privileges Warning

Essentially 100% of all grants of System Privileges are unnecessary and the result of valuing con
over security.

.

Consider the following use case ... and Application Admin needs to perform maintenance activities suc
as creating tables and compiling procedures. Does that person require the CREATE TABLE privilege?
CREATE PROCEDURE privilege?

Yes they do: But, on average, for probably less than 1 hour per month.

So why is the entire database put at risk when the developer, the person that created the DDL that is
supposed to be run in the Prod environment could have added the GRANT and REVOKE at the beginr

and end of the script?

Anyone that can justify not doing so likely also leaves the key to their house in the front door because i
IS "too much trouble to unlock and lock the thing ever time they go to the store." And why not? As far a
they know their house has never been robbed so it is just a waste of time.




L3: System Privileges List ‘

SELECT name
FROMsystem_privilege_map
ORDER BY 1;

ADMINISTER ANY SQL TUNING SET
ADMINISTER DATABASE TRIGGER
ADMINISTER KEY MANAGEMENT
ADMINISTER RESOURCE MANAGER
ADMINISTER SQL MANAGEMENT OBJECT
ADMINISTER SQL TUNING SET

ADVISOR

ALTER ANY ANALYTIC VIEW

ALTER ANY ASSEMBLY

ALTER ANY ATTRIBUTE DIMENSION

UNDER ANY TABLE

UNDER ANY TYPE

UNDER ANY VIEW

UNLIMITED TABLESPACE

UPDATE ANY CUBE

UPDATE ANY CUBE BUILD PROCESS

UPDATE ANY CUBE DIMENSION

UPDATE ANY TABLE There are 257 system privileges is a generic 19.3 installation.
USE ANY JOB RESOURCE r
USE ANY SQL TRANSLATION PROFILE

WRITE ANY ANALYTIC VIEW CACHE
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L3: System Privileges Granted To Users

60

SELECT con_id, grantee, privilege,
FROMcdb_sys_privs
WHERE (con_id, grantee) IN (

SELECT con_id, username FROM cdb_users WHERE

ORDER BY 1,2,3;

admin_option

oracle_maintained

CON_ID GRANTEE PRIVILEGE ADM
1 C##ABC UNLIMITED TABLESPACE NO
1 C##RPADV SELECT ANY DICTIONARY NO
1 C#RPADV UNLIMITED TABLESPACE NO
1 C##SAFEDBA UNLIMITED TABLESPACE NO
1 C#H#SEMOP UNLIMITED TABLESPACE NO
1 CH#ZTOOLS ALTER DATABASE NO
1 CH#ZTOOLS ALTER SYSTEM NO
1 CH#ZTOOLS SELECT ANY DICTIONARY NO
4 CH##SEMOP UNLIMITED TABLESPACE NO
4 CH#ZTOOLS ALTER DATABASE NO
4 DBADMIN UNLIMITED TABLESPACE NO
4 HR ALTER SESSION NO
4 HR CREATE DATABASE LINK NO
4 HR CREATE SYNONYM NO
4 HR UNLIMITED TABLESPACE NO
4 OLS_ADMIN CREATE PROCEDURE NO
4 OLS_ADMIN CREATE SESSION NO
4 OLS_ADMIN INHERIT ANY PRIVILEGES NO
4 SCIF SELECT ANY DICTIONARY NO
4 SCIF SELECT ANY TABLE NO

Copyright © 2025, Oracle and/or its affiliates | Confidential

<> IYI)




L3: System Privileges Granted To Roles

SELECT con_id, grantee, privilege, admin_option
FROMcdb_sys_privs
WHERE (con_id, grantee) IN (SELECT con_id, role FROM cdb_roles = WHEREoracle_maintained <>'Y")
ORDER BY 1,2,3;
CON_ID GRANTEE PRIVILEGE ADMIN_OPTION
1 C##ISBD_APP CREATE PROCEDURE NO
1 C#READONLY CREATE SESSION NO
1 CH#TEST CREATE TABLE NO
4 CHHATEST CREATE VIEW NO
4 HRADMIN CREATE SESSION NO
4 HRUSER CREATE SESSION NO
4 OCS CREATE SESSION YES
4 READONLY CREATE SESSION NO
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L3: System Privileges: CONNECT Role

SELECT con_id, privilege, admin_option
FROMcdb_sys privs
WHERE grantee = 'CONNECT'

ORDER BY 1,2;
CON_ID PRIVILEGE ADMIN_OPTION
1 CREATE SESSION NO
1 SET CONTAINER NO
4 CREATE SESSION NO
4 SET CONTAINER NO

If you have the CONNECT Role, why you need the SET CONTAINER privilege? What do you use it for
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L3: System Privileges: RESOURCE Role ‘

SELECT con_id, privilege, admin_option
FROMcdb_sys_privs
WHERE grantee = 'RESOURCE'

ORDER BY 1,2;
CON_ID PRIVILEGE ADMIN_OPTION

1 CREATE CLUSTER NO
1 CREATE INDEXTYPE NO
1 CREATE OPERATOR NO
1 CREATE PROCEDURE NO
1 CREATE SEQUENCE NO
1 CREATE TABLE NO
1 CREATE TRIGGER NO
1 CREATE TYPE NO
4 CREATE CLUSTER NO
4 CREATE INDEXTYPE NO
4 CREATE OPERATOR NO
4 CREATE PROCEDURE NO
4 CREATE SEQUENCE NO
4 CREATE TABLE NO
4 CREATE TRIGGER NO
4 CREATE TYPE NO

If you have the RESOURCE role, why you need CREATE CLUSTER, CREATE INDEXTYPE and
CREATE OPERATOR? What do you use them for?
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L3: System Privileges: DBA Role

SELECT con_id, COUNT(*)
FROMcdb_sys_privs
WHERE grantee = 'DBA'
GROUP BY con_id
ORDER BY 1;

CON_ID COUNT(*

1 235
4 235
SELECT con_id, privilege, admin_option

FROMcdb_sys_privs
WHERE grantee = 'DBA'

ORDER BY 1,2;

CON_ID PRIVILEGE ADMIN_OPTION
1 ADMINISTER ANY SQL TUNING SET NO
1 ADMINISTER DATABASE TRIGGER NO
1 ADMINISTER RESOURCE MANAGER NO
1 ADMINISTER SQL MANAGEMENT OBJECT NO
4 UPDATE ANY CUBE BUILD PROCESS NO
4 UPDATE ANY CUBE DIMENSION NO
4 UPDATE ANY TABLE NO
4 USE ANY JOB RESOURCE NO
4 USE ANY SQL TRANSLATION PROFILE NO
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L3: System Privileges: ADMIN OPTION

ADMIN_OPTION escalates the privilege of the grantee to administer the privilege and should be
reserved for users such as DBAs and Application Admins.
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SELECT con_id, grantee, privilege
FROMcdb_sys privs
WHEREadmin_option ='YES'

AND (con_id, grantee) NOT IN (SELECT con_id, username FROM cdb_users WHERE

ORDER BY 1,2,3;

CON_ID GRANTEE PRIVILEGE

1 AQ_ADMINISTRATOR_ROLE
1 AQ_ADMINISTRATOR_ROLE
CREATE SESSION

1 DV_ACCTMGR

1 SCHEDULER_ADMIN
1 SCHEDULER_ADMIN
1 SCHEDULER_ADMIN
1 SCHEDULER_ADMIN
1 SCHEDULER_ADMIN
1 SCHEDULER_ADMIN
1 SCHEDULER_ADMIN

ENQUEUE ANY QUEUE
MANAGE ANY QUEUE

CREATE ANY CREDENTIAL
CREATE ANY JOB

CREATE CREDENTIAL
CREATE EXTERNAL JOB
CREATE JOB

EXECUTE ANY CLASS
EXECUTE ANY PROGRAM

4 OCS CREATE SESSION
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L3: System Privileges: ANY Privileges ‘

Mature IT organizations often write internal governance policies that forbid graagJANY privilege
to anyone. There is no valid justification for these privileges being granted except in extraordinary
circumstances where they are used for a specific maintenance activity and then revoked.

SELECT con_id, grantee, privilege

FROMcdb_sys privs

WHERE privilege LIKE '%ANY %'

AND (con_id, grantee) NOT IN (SELECT con_id, username FROM cdb_users WHERE oracle_maintained ='Y")
AND (con_id, grantee) NOT IN (SELECT con_id, role FROM cdb_roles  WHEREoracle_maintained ='Y")
ORDER BY 1,2,3;

no rows selected

CON_ID GRANTEE PRIVILEGE
1 C##ABC CREATE ANY DIRECTORY
1 C#RPADV SELECT ANY DICTIONARY
1 C##ZTOOLS SELECT ANY DICTIONARY
4 OLS_ADMIN INHERIT ANY PRIVILEGES
4 SCIF SELECT ANY DICTIONARY
4 SCIF SELECT ANY TABLE
4 SECAPP AUDIT ANY
4 UWCLASS INHERIT ANY PRIVILEGES
4 UWCLASS SELECT ANY DICTIONARY

The risk has been greatly reduced in 19c and above, but it is still good guidance to follow.
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L3: The Most Dangerous System Privileges

What makes a System Privilege dangerous?
A 1t could be accidentally invoked by someone not realizing what it is capable of doing
A 1t could be intentionally invoked to escalate privileges and perform a malicious activity
A 1t could be used to do things CISOs and DBAs don't truly understand

Among the most dangerous
A ADVISOR
A ALTER LOCKDOWN PROFILE
A CREATE ANY
A DROP LOCKDOWN PROFILE
A GRANT ANY
A QUERY REWRITE

Granting of any System Privileges is accepting a measure of risk. These three are extraordinarily
dangerous because few CISOs and DBAs know what they can do which means that they cannot prope

evaluate the risk.




L3: Granting and Revoking System Privileges

GRANT <system_privilege_name >TO < user_name or role_name >;
GRANT alter lockdown profile TO c## nopriv

Grant succeeded.

REVOKE <system_privilege_name > FROM <user_name or role_name >;
REVOKE alter lockdown profile FROM c## nopriv

Revoke succeeded.
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L3: Privilege Grant Syntax

grant::=

CURRENT
CONTAINER H
grani_system_privilege% ALL
CRANT grant_object_privi Ieges)—) ]_O
Y

grant_roles_to _programs )

Description of the illustration grant.eps

(grant_system privileges::=, grant object privileges::=, grant_roles to programs:=)

grant_system_privileges::=

system_privilege

(=

grantee_clause

grantee_idertfied by )

role

ALL H PRIVILEGES |J

69 Copyright © 2025, Oracle and/or its affiliates | Confidential

grantee_clause::=
0
=a
p@q
PUBLIC

Description of the illustration grantee_clause.eps

grantee_identified_by::=

o
M IDENTIFIED 1 BY password




L3: Container Database Caution

It is not possible to grant different System Privileges to different instances in a RAC environment.

>

IS possible to grant different System Privileges to user in different Containers. Making it possible to mal

false assumptions about granting and revoking.

This can lead to different containers with different levels of security and a false sense of safety.

SQL> conn / as sysdba
Connected.

SQL> CREATE ROLE c##demo;

Role created.

SQL> GRANT create table TO c##demo;

Grant succeeded.

SQL> ALTER SESSION SET container = PDBDEYV;,
Session altered.

SQL> GRANT create view TO c##demo;

Grant succeeded.
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SQL> conn/ as sysdba
Connected.

SQL> SELECT con_id, privilege
2 FROMcdb_sys privs

3 WHERE grantee = 'C##DEMO",

CON_ID PRIVILEGE

1 CREATE TABLE
4 CREATE VIEW




Lesson 4. Object Privileges

Obiject Privileges are privileges that can be granted to a user
or to a Role. Object Privileges relate to a single, named, object and provide
the ability to perform a specific, named, action.

-
A user with an Object Privilege they do not need or use is a violation. \ &
A user with an Object Privilege and they don't know what it does is a o
violation. ”~
»
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L4: Object Privileges Warning *
grants

Unlike System Privileges, where essentially 100% of all grants are unnecessary Object Privilege
focus on name identified objects an specific privileges related to accessing those objects and are far
more likely to be required for 7 x 24 x 365 access.

Risk associated with Object Privilege are most often the result of violating the Principle of Least Privile
such as granting UPDATE on an entire table rather than only the columns that should be updatable an
granting SELECT when the requirement is only READ (more on this later).




L4: System Privileges List RO ege man
ORDER BY 1,
The Data Dictionary foundations of Oracle are from a time when

the database contained only a single object type: Tables. A
ALTER
AUDIT
For this reason, the Data Dictionary referred not to Object COMMENT
Privileges but to Table privileges and that has not changed since pesuc
the catalog was first created and named. BEE%TEEUE
ENQUEUE
For this reason you will see that all catalog objects make EASHEACK
reference to table dependencies and table privileges but that D ACKCARCHIVE
they do, in fact, refer to almost all object types. INDEX

LOCK

1 1 2 2 MERGE VIEW
Also, as an artifact of the Oracle Database's creation constraints ON COMMIT REFRESH

(Primary Key, Unique, Referential/Foreign Key and Check are not QUERY REWRITE

considered objects. REFERENCES
RENAME
_ _ o SELECT
As of version 19.3 the database has 26 object privileges. UNDER

USE
WRITE

-




L4: Object Privileges Granted To Users

SELECT con_id, grantee, privilege, type, grantable, COUNT(*)
FROMcdb tab_privs
WHERE (con_id, grantee) IN (
SELECT con_id, username FROM cdb_users WHERE oracle_maintained <>"'Y")
GROUP BY con_id, grantee, privilege, type, grantable
ORDER BY 1,2,3;

CON_ID GRANTEE PRIVILEGE TYPE GRANTABLE COUNT(*)
1 C#ABC READ DIRECTORY NO 1
1 C#ABC WRITE DIRECTORY NO 1
1C##AM  READ DIRECTORY NO 1
1 C##IAM  WRITE DIRECTORY NO 1
1 C##OCIIAM READ DIRECTORY NO 1
1 C##OCIIAM WRITE DIRECTORY NO 1
1 C#RPADV EXECUTE PACKAGE NO 2
1 C#RPADV SELECT TABLE NO 2
1 C#SAFEDBA EXECUTE PACKAGE NO 3
1 C##SAFEDBA READ TABLE NO 1
1 C#SAFEDBA SELECT VIEW NO 1
1 C##ZTOOLS EXECUTE PACKAGE NO 1
1 C##ZTOOLS READ VIEW NO 2
4 AWRMINER READ DIRECTORY NO 1
4 AWRMINER WRITE DIRECTORY NO 1
4 DBADMIN EXECUTE PACKAGE NO 1
4 UWCLASS EXECUTE PACKAGE NO 2
4 UWCLASS EXECUTE TYPE NO 1
4 UWCLASS INHERIT PRIVILEGES USER NO 1
4 UWCLASS READ DIRECTORY YES 5
4 UWCLASS WRITE DIRECTORY YES 5
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L4: Object Privileges Granted To Roles

SELECT con_id, grantee, privilege, grantable
FROMcdb_tab_privs

WHERE (con_id, grantee) IN (SELECT con_id, role FROM cdb_roles  WHEREoracle_maintained <>'Y")
ORDER BY 1,2,3;

CON_ID GRANTEE PRIVILEGE GRANTABLE
1 C##ISBD_APP SELECT NO
1 C#READONLY SELECT NO
4 CBAC_ROLE EXECUTE NO
4 CBAC_ROLE EXECUTE NO
4 CBAC_ROLE READ NO
4 CBAC_ROLE READ NO
4 CBAC_ROLE READ NO
4 FACILITY_DBA EXECUTE NO
4 FACILITY_DBA EXECUTE NO
4 FACILITY_DBA EXECUTE NO
4 FACILITY_DBA EXECUTE NO
4 FACILITY_DBA READ NO
4 HRADMIN DELETE NO
4 HRADMIN INSERT NO
4 HRADMIN SELECT NO
4 HRADMIN UPDATE NO
4 HRUSER INSERT NO
4 HRUSER READ NO
4 READONLY READ NO
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L4: Object Privileges: Granted To PUBLIC
Application Object Privileges should never be granted to PUBLIC.

SELECT con_id, COUNT(*)
FROMcdb_tab_privs
WHERE grantee = 'PUBLIC'
GROUP BY con_id

ORDER BY 1;

CON_ID COUNT(*)

Yet, as you can see, that clearly has been done.
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L4: Object Privileges: Granted To Users ‘

While thousands of grants are made to Oracle Maintained grantees there are very few made to
user/application schemas: Ideally the number should be near zero.

SELECT ctp.con_id , cu.oracle_maintained , COUNT(*)
FROMcdb_tab_privs ctp , cdb_users cu

WHEREctp.con_id = cu.con_id

AND ctp.grantee = cu.username

GROUP BYctp.con_id , cu.oracle_maintained

ORDER BY 1,2

CON_ID ORACLE_MAINTAINED COUNT(*)

1IN 32
1Y 1502
4N 42
4Y 1495

There are some valid exceptions to the "NO OBJECT PRIVS" to individual users rule.

77 Copyright © 2025, Oracle and/or its affiliates | Confidential E




L4: Object Privileges: Granted To Users

SELECT ctp.con_id , ctp.grantee , ctp.owner , ctp.table name , ctp.type , ctp.privilege

FROMcdb_tab_privs ctp , cdb_users cu

WHEREctp.con_id = cu.con_id

AND ctp.grantee = cu.username

AND cu.oracle_maintained ='N'

ORDER BY 1,2;

CON_ID GRANTEE OWNER TABLE_NAME TYPE PRIVILEGE
1 C##ZTOOLS SYS DBMS_SYS_SQL PACKAGE EXECUTE
4 AWRMINER SYS CTEMP DIRECTORY WRITE
4 AWRMINER SYS CTEMP DIRECTORY READ
4 DBADMIN  SYS DBMS_CRYPTO PACKAGE EXECUTE

4 OLS_ADMIN LBACSYS SA_COMPONENTS PACKAGE EXECUTE
4 OLS_ADMIN LBACSYS SA_USER_ADMIN PACKAGE EXECUTE
4 OLS_ADMIN LBACSYS TO_LBAC_DATA_LABEL FUNCTION EXECUTE

4 OLS_ADMIN SECAPP SOURCES TABLE UPDATE
4 OLS_ADMIN LBACSYS SA_LABEL_ADMIN PACKAGE EXECUTE
4 OLS_ADMIN LBACSYS SA_SYSDBA PACKAGE EXECUTE

4 OLS_ADMIN LBACSYS SA_AUDIT_ADMIN PACKAGE EXECUTE
4 OLS_ADMIN LBACSYS LBAC_POLICY_ADMIN PACKAGE EXECUTE

4 UWCLASS SYS CTEMP DIRECTORY WRITE

4 UWCLASS SYS CTEMP DIRECTORY READ

4 UWCLASS SYS CTEMP DIRECTORY EXECUTE

4 UWCLASS SYS DBMS_LOCK PACKAGE EXECUTE
4 UWCLASS SYS DBMS_CRYPTO PACKAGE EXECUTE
4 UWCLASS ORDSYS ORDIMAGE TYPE EXECUTE
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L4: Object Privileges: READ versus SELECT ‘

Most of the time a grant of SELECT is a violation of the Principle of Least Privilege.

Reading a table and Selecting from a table do the exact same thing: Return data.

The difference is that in addition to Reading data, SELECT also can Lock it which is only required for a
SELECT FOR UPDATE statement.

SELECT con_id, grantee, COUNT(*) SELECT con_id, grantee, COUNT(*)
FROMcdb_tab_privs FROMcdb_tab_privs
WHERE privilege =" READ WHERE privilege =" SELECT
AND (con_id, grantee) IN ( AND (con_id, grantee) IN (
SELECT con_id, username FROM cdb_users SELECT con_id, username FROM cdb_users
WHEREoracle_maintained ='N’) WHEREoracle_maintained ='N")
GROUP BY con_id, grantee GROUP BY con_id, grantee
ORDER BY 1,2; ORDER BY 1,2;
CON_ID GRANTEE  COUNT(*) CON_ID GRANTEE  COUNT(*)
1 C##ABC 1 1 C##RPADV 2
1 C##G6CUST 1 1 C##SAFEDBA 1
1 C##G6RFIN 2 4 OLS_ADMIN 1
1 C##IAM 1
1 C##OCIIAM 1
1 C##SAFEDBA 1
1 C##ZTOOLS 2
4 AWRMINER 1
4 OLS_ADMIN 1
4 UWCLASS 5
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L4: Object Privileges: GRANTABLE

ADMIN_OPTION escalates the privilege of the grantee to administer the privilege and should be
reserved for users such as DBAs and Application Admins.

SELECT con_id, grantee, privilege, COUNT(*)
FROMcdb_tab_privs
WHERE grantable ="'YES'

AND (con_id, grantee) NOT IN (SELECT con_id, username FROM cdb_users WHERE

AND grantee <> 'PUBLIC'
GROUP BY con_id, grantee, privilege
ORDER BY 1,2,3;

CON_ID GRANTEE PRIVILEGE
1 CTXSYS SELECT
1 DVSYS READ
1 DVSYS SELECT
4 CTXSYS SELECT
4 GSMADMIN_INTERNAL SELECT
4 LBACSYS SELECT
4 MDSYS SELECT
4 ORDSYS SELECT
4 SYS SELECT
4 SYSTEM DELETE
4 SYSTEM EXECUTE
4 SYSTEM INSERT
4 SYSTEM UPDATE
4 SYSTEM USE
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COUNT(*)

oracle_maintained

w




L4: The Most Dangerous Object Privileges ‘

What makes an Object Privilege dangerous?
A 1t could be accidentally invoked by someone not realizing what it is capable of doing
A 1t could be intentionally invoked to escalate privileges and perform a malicious activity
A 1t could be used to do things CISOs and DBAs don't truly understand

The aspect of granting Object Privileges that are most likely to lead to a usable exploit focus on grantin
access to executable objects, Functions, Packages and Procedures, that are dual use without fully
appreciating all aspects of the Duase functionality. Would you grant EXECUTE on these PL/SQL
packages? If not, why?

A DBMS_ADVANCED REWRITE

A DBMS_ADVISOR

A DBMS_XSLPROCESSOR

Granting of any Object Privilege is accepting a measure of risk. These three are extraordinarily
dangerous because few CISOs and DBAs know what they can do which means that they cannot prope

evaluate the risk.




L4: Granting and Revoking Object Privileges

GRANT <object_privilege_name >TO < user_name or role_name >;
GRANT read ON sys.tab $ TO c## nopriv ;

Grant succeeded.

REVOKE <object_privilege_name > FROM <user_name or role_name >;
REVOKE read ON sys.tab $ FROM c## nopriv ;

Revoke succeeded.
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L4: Container Database Caution ‘
But,

It is not possible to grant different Object Privileges to different instances in a RAC environment.
possible to grant different Object Privileges to user in different Containers. Making it possible to make
false assumptions about granting and revoking.

This can lead to different containers with
. . SQL> conn/ as sysdba
different levels of security and a false sense of safety. Connected.

SQL> CREATE ROLE c##demo;
Role created.
SQL> GRANT select ON  sys.tab $ TO c##demo;
Grant succeeded.
SQL> ALTER SESSION SET container = PDBDEV;,
Session altered.
SQL> SELECT con_id, privilege
2 FROMcdb_tab_privs

3 WHERE grantee = 'C##DEMO",

no rows selected
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L4: Privilege Grant Syntax

grant::=

CURRENT
CONTAINER H
grani_system_privilege% ALL
CRANT grant_object_privi Ieges)—) ]_O
Y

grant_roles_to _programs )

Description of the illustration grant.eps

(grant_system privileges::=, grant object privileges::=, grant_roles to programs:=)

grant_system_privileges::=

system_privilege

(=

grantee_clause

grantee_idertfied by )

role

ALL H PRIVILEGES |J
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grantee_clause::=
0
=a
p@q
PUBLIC

Description of the illustration grantee_clause.eps

grantee_identified_by::=

o
M IDENTIFIED 1 BY password




L4: Privilege Grant Syntax ‘

grant_object_privileges::=

(X
o

9
o CIDEO |
J > ¥ on_object_clause }»

e

E-

oV ﬁﬂ WITH | HIERARCHY |y OPTION }-\ﬁ WITH |4 GRANT | OPTION |-\ on_object_clause::=
grantes_ciaus > 3 - -

E_J »r
schema (. )
s ¥ _object } A

USER user }

H DIRECTORY [( directory_name )
-I EDITION I—(adition_nam%}

pile © 5
—{ MINING H MODEL |+ {mining_mcdel_name)—

GO
M e

,—.—)Mh&m;l
SaL TRANSLATION PROFILE | . profile
< S0L M
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Lesson 5: Roles

Roles are "objectdut, just as with Constraints, they cannot be found
in DBA_OBJECTS.

Roles are like a suitcase that can optionally be locked or unlocked secured andican ” y 4
be used to simplify the granting and revoking of System and Obiject privileges. f ,'
r 4
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L5: Roles Defined *
level,

A role is an object that in many ways is similar to a user: At the most fundamental data dictionary
metadata for both Users and Roles is stored in a table named USER$.

Just as System and Object Privileges can be granted to a user, they can be granted to a Role. The prir
between Users and Roles is that:

A Users are standlone ... you cannot grant a user to another user
A Roles are hierarchical ... roles can be granted to other roles

Picture nesting dolls as a metaphor for a role hierarchy.

A The smallest doll is the CREATE SESSION system privilege
grant the READ object privilege to access specific tables and views

The next larger doll grants the next privilege in therarachy INSERT
The next larger doll: UPDATE

The next larger doll: DELETE

The largest doll, perhaps ADMIN_OPTION

To o Io I»
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L5: Roles Types ‘

Not all Roles are created equally and to work with Roles you must know the type.

Oracle Maintained Roles are Roles created by Oracle Corp. as part of the database and that Oracle wi
through scripts, patches and upgrades maintain.

A Common Role is one created by Oracle or by a user, in CDB$SROQOT, the root container in a Containe
Database metadata mirrored into all containers ... but the System and Object privileges it contains may

vary from container to container.

SELECT oracle_maintained , common, authentication_type , password_required , con_id, COUNT(*)
FROMcdb_roles
GROUP BY oracle_maintained , common, authentication_type , password_required , con_id

ORDER BY 1,2,3,4;

ORACLE_MAINTAINED COMMON AUTHENTICATION_TYPE PASSWORD_REQD CON_ID COUNT(*)

N NO NONE NO 4 7
N YES NONE NO 1 6
N YES NONE NO 4 6
Y YES GLOBAL GLOBAL 1 1
Y YES GLOBAL GLOBAL 4 1
Y YES NONE NO 1 91
Y YES NONE NO 4 88




L5: Roles Listing
The views USER_ROLES and ALL_ROLES do not exist

SQL> conn/ as sysdba SQL> conn/ as sysdba
Connected. Connected.

CREATE ROLE c##demo; SQL> desc user_roles

ERROR:

ORA 04043: object user_roles does not exist

Role created.

ALTER SESSION set container = PDBD
SQL> desc all _roles

ERROR:

ORA 04043: object all_roles does not exist

Session altered.

SQL> CREATE ROLE c#ttest;
CREATE ROLE ct##test
*
ERROR at line 1:
ORA 65094: invalid local user or role name

SELECT con_id, role, common
FROMcdb_roles

WHERE role IN ('DBA', 'C##DEMO', 'DEMQ")
ORDER BY 1,2,3;

CREATE ROLE role demo; N_ID ROLE COMMON

Role created. 1 C##DEMO YES
1 DBA YES

4 C##DEMO YES
. . 4 DBA YES
Naming Common users, Common profiles 4 DEMO NO

and Common Roles follow the same rules.
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L5: Listing Role Privileges

A role can contain System and Object privileges as well as other Roles.
Unwinding a hierarchy requires recursive SQL (CONNECT BY) which we won't be covering.
CREATE ROLE c##demo;

Role created.

GRANT create session TO c##demo:;
col grants format a40

Grant succeeded.
SELECT 'System Priv ' || privilege AS GRANTS

GRANT select ON  sys.user $ TO c##demo; FROMdba_sys_privs
WHERE grantee = 'C##DEMO'
Grant succeeded. UNION ALL
SELECT 'Object Priv ' || privilege
GRANT c##test TO c##demo; FROMdba_tab_privs
WHERE grantee = 'C##DEMO'
Grant succeeded. UNION ALL
SELECT 'Role il granted_role

FROM dba_role_privs
WHERE grantee = 'C##DEMO";

GRANTS

System Priv CREATE SESSION
Object Priv SELECT
Role CH#TEST
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L5: Listing Role Grants

SELECT con_id, grantee, granted_role , admin_option , default role , common
FROMcdb_role_privs
ORDER BY 1,2,3;

CON_ID GRANTEE GRANTED_ROLE ADMIN DEF COMMON
1 C##NORPIVS C##DEMO NO NO YES
4 BROKER CBAC_ROLE NO YES NO
4 C##SEMOP DBA NO YES NO
4 CTXSYS CTXAPP YES YES YES
4 CTXSYS RESOURCE NO YES YES

4 DATAPUMP_EXP_FULL_DATABASE EXP_FULL_DATABASE NO YES YES
4 DATAPUMP_IMP_FULL_DATABASE EXP_FULL_DATABASE NO YES YES
4 DATAPUMP_IMP_FULL_DATABASE IMP_FULL_DATABASE NO YES YES

4 DBADMIN DBA NO YES NO

4 DBSNMP CDB_DBA NO YES YES
4 DBSNMP DV_MONITOR NO YES YES
4 DBSNMP EM_MONITOR NO YES YES
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L5: Default Roles

After a Role is granted, it can be made raefault.

A user, with a noflefault role ... but must take an
additional action to be able to utilize the privileges
granted in the role.

The additional action provides an opportunity to

reduce the attack surface and enforce MFA to gain
access to the escalated privileges.
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GRANT c##tdemo TO c## safedba ;
Grant succeeded.

SELECT granted_role , default_role
FROMcdb_role_privs
WHERE grantee = 'C##SAFEDBA",

GRANTED_ROLE DEFAULT_ROLE

IMP_FULL_DATABASE YES

DBA YES
RECOVERY_CATALOG_OWNER  YES
C##DEMO YES

ALTER USER c## safedba DEFAULT ROLE none;

User altered.

GRANTED_ROLE DEFAULT_ROLE
IMP_FULL_DATABASE NO

DBA NO
RECOVERY_CATALOG_OWNER NO
C##DEMO NO




L5: Role Authentication: IDENTIFIED BY ‘

MFA is not "nice to have" it is a requirement. SQL> conn/ as sysdba

Connected.

. . c CREATE ROLE c##demo IDENTIFIED BY "TCOUG1!";
But creating roles with passwords a user, wish to

use escalated privileges must Role created.
A Log In as an Oracle Database User GRANT cit#demo TO c/# noprivs ;
A Enable the Role with the privileges I} SUEEEEELE,
which requires a second password ALTER USER c## noprivs ~ DEFAULT ROLE none;
That is a total of 3 factors (MFA) User altered.
1. userid GRANT alter user TO c## noprivs ;

2. user password
3. role password

Grant succeeded.

SQL> conn c## noprivs /SECRET
Connected.

SET ROLE c##demo IDENTIFIED BY "TCOUG1!",

Role set.
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L5: Role Authentication: IDENTIFIED USING

In an application environment you can replace the human user's fingers on the keyboard with a Pa
package that can perform extensive validation including for a manager's independent authorization.

Executing the package procedure is an action that can be coded into an application or performed by ar
AFTER LOGIN System Event Trigger.

The package procedure at right is

bare-bones to demonstrate the COncept CREATE ROLEread _only IDENTIFIED USING db_security
A well written procedure can check a CREATE OR REPLACE PACKAGHIb_security AUTHID CURRENT_USER IS
. ; . PROCEDUREnNable_role ;
table to see if the action was authorized, END db_security
send emails, utilize every System Event /
www.morganslibrary.com/reference/system_events.html CREATE OR REPLACE PACKAGE BODYlb_security IS
. PROCEDUREnNable_role IS
and every SYS_CONTEXT function BEGIN -
www.morganslibrary.com/reference/sys_context.html dbms_session.set_role (' read_only °);
. END enable_role
and even aqt_omatlcally abort _trmsson END db_security
after a specified number of minutes. /

exec uwclass.db_security.enable_role




L5: Designing Role Hierarchies

Assume an organization with the following org chart

VP Operations
Read

Operations Manager

Insert, Update & Delete

| |

Data Entry Clerk Customer Service Rep

Insert Insert & Update
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v

Application Specialist

If you said DBA retake this class




L5: Designing Role Hierarchies

Assume an organization with the following org chart

Read Only

Read Only
Customer Service Rep
Delete

| l

Read Only Read Only
Data Entry Clerk Data Entry Clerk
Update
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L5: Designing Role Hierarchigs

CREATE ROUR
GRANT create session Vi)

CREATE ROdéc
GRANVip, insert on transactions T@ec

CREATE ROd¢dtf
GRANTec update transactions TCsr,
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L5: Granting and Revoking Ralgs !
Granting and Revoking Roles is essentially the same SQL as granting and revoking System and O
privileges in a legacy architecture database.

CREATE ROLE c##demo;

Role created.

GRANT create table TO c##demo;

Grant succeeded.

GRANT c##demo TO c## noprivs
Grant succeeded.

REVOKE create table FROM c##demo;
Revoke succeeded.

REVOKE c##demo FROM c##noprivs

Revoke succeeded.

In a container database you must always be aware of geography: Where are you?
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L5: Granting and Revoking Ralgs

Granting and Revoking can be combined in an anonymous PL/SQL block with Native Dynamic SQ

BEGIN
CREATE ROLE c##demo;
GRANT create table TO c##demo;
GRANT c##demo TO c## noprivs
REVOKE create table FROM c##demo;
REVOKE c##demo FROM c##noprivs

END;

/

CREATE ROLE c##demo;
*

ERROR at line 2:

ORA 06550: line 2, column 3:

PLS- 00103: Encountered the symbol "CREATE" when expecting one of the following:

( begin case declare exit for goto if loop mod null pragma

raise return select update while with <an identifier>

<a double - quoted delimited - identifier> <a bind variable> <<

continue close current delete fetch lock insert open rollback

savepoint set sgl execute commit forall merge pipe purge BEGIN

json_exists json_value json_query json_object json_array EXECUTE IMMEDIATE 'CREATE ROLE c##demo";

EXECUTE IMMEDIATE 'GRANT create table TO c##demo’;
EXECUTE IMMEDIATE 'GRANT c##demo TO c## noprivs '
EXECUTE IMMEDIATE 'REVOKE create table FROM c##demo’;
EXECUTE IMMEDIATE 'REVOKE c##demo FROM c## noprivs
END;
/
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L5: Create Role Syntax

create_role::=

,{ NOT H IDENTIFIED } .
:
- _

-| USING I: ckage )

A package)
<| EXTERNALLY |

IDENTIFIED

domain_name_of directory_group

GLOBALLY [§ AS (" ) '
—§{ CREATE |4 ROLE |y role )< ! HEFO -

CONTAINER H
oA b .
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Lesson 6: Gap Fishing

The point of gap fishing is to use short term access to identify weaknesses,
vulnerabilities, normal functionality that might lepurposed in an attack,
and configuration gaps to exploit.
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L6: Finding Net*Services Gaps ‘

Often the first level of failure to secure an Oracle Database is gaps in the configuration of the
Net*Services files SQLNET.ORA, LISTENER.ORA and TNSNAMES.ORA.

The following slide highlight two simple to implement, extremely powerful, features included in your
existing license that can be implemented in SQLNET.ORA.




L6: SOLNET.ORA w

HTTPS_SSL_VERSION=1.2
The only keyword that _ SQLNET.CRYPTO _CHECKSUM_CLIENT=ACCEPTED
guarantees encryption is SQLNET.CRYPTO_CHECKSUM_SERVER=ACCEPTED
: : SQLNET.CRYPTO_CHECKSUM_TYPES_CLIENT=(SHA256,SHA384,SHA51%,HA )
actually taking place is SQLNET.CRYPTO_CHECKSUM_TYPES_SERVER=(SHA256,SHA384,SHA512)
REQUIRED SQLNET.ENCRYPTION_CLIENT=REQUESTED

SQLNET.ENCRYPTION_SERVER=REQUESTED
SQLNET.ENCRYPTION_TYPES_CLIENT=(AES256,AES192, AES128)
SQLNET.ENCRYPTION_TYPES_SERVER=(AES256,AES192,AES128)

NAMES.DIRECTORY_PATH=(LDAP, TNSNAMES,EZCONNECT)
SQLNET.IGNORE_ANO_ENCRYPTION_FOR_TCPS=TRUE

SQLNET.WALLET_OVERRIDE=FALSE

SSL_CIPHER_SUITES=(SSL_ECDHE_ECDSA_WITH_AES_128 GCM_SHA256,SSL_ECDHE_ECDSA_WITH
_AES_256_GCM_SHA384,SSL_ECDHE_RSA_WITH_AES_128_GCM_SHA256,SSL_ECDHE_RSA_WITH_AE
S _256_GCM_SHA384)

SSL_CLIENT_AUTHENTICATION=FALSE

SSL_VERSION=1.2

ACCEPTED is roughly equivalent to "It's ok if you don't throw eggs at me."
REQUESTED is roughly equivalent to "Please don't throw eggs at me."

REQUIRED is an enforced demand that you don't throw eggs at me."




L6: SQLNET.ORA

By default the Oracle Listener process will accept an attempt to connect from any one of 4,294,9
|IP addresses.

Reducing that list by including a list of valid IP addresses, subnets, and/or host names, and excluding
specific hosts such as routers, storage arrays, DHCP servers, NTP servers, etc. can reduce the risk frc
billions to, at most, a few hundred or thousand: A 1,000;@80 reduction in the attack surface.

tcp.validnode_checking =<no | yes>

tcp.validnode checking =yes

tcp.excluded_nodes =<hostname | ip_address , hostname | ip_address ,...>
tcp.excluded_nodes =(spammer.hacker.com, mktg.us.acme.com, 144.25.5.25)
tcp.invited_nodes =<hostname | ip_address , hostname | ip_address , ...>

tcp.invited_nodes =(sales.us.acme.com, hr.us.mlib.com, 144.185.5.73)




L6: Finding Startup Parameter Gaps ‘

Startup parameters that have not been optimally configured for security are a notorious way to not
close gaps in the Oracle Database default deployment. No global enterprise level software product is
ever optimally configured on delivery because there is no such thing as ONE perfect solution.

The most easily addressed gaps are
A global_names which should be set to TRUE. FALSE, the default value is a violation of the Center For Intern
Security (CIS) Benchmark
A outbound_dblink_protocoshould be set whenever possibleT&PS This parameter specifies the network

protocols allowed for communicating for outbound database links in the database
SyntaxOUTBOUND_DBLINK_PROTOCOLS = {ALL | NONE | [TCP | [, ]| TCPS |[,1]1PC]

A resource_limit, discussed in the Profile section of this workshop and which must be set to TRUE for Kernel
Resource Parameters to be enforced.
A sec_protocol_error_trace_actiowhich should be set to LOG to comply with the CIS Benchmark




L6: Finding Auditing Gaps ‘

Auditing, when configured effectively, can identify first attempts at an exploit and alert the
organization's admins and security office that an attack is being prepared or is in progress.
Unfortunately the ability of Oracle customers to use auditing effectively is near zero.

The single most easily found vulnerabilities are in auditing for use of what you use rather than auditing
for the things that put you at the most risk. Attackers kick down doors ... they don't walk away because

the back door is unlocked.
A Do you know whether current auditing is traditional (deprecated in 23ai) or Unified?
A Do you know which objects and actions are being audited?

A Is auditing focused on capturing actions that are common and unlikely to reveal an attack in
advance or actions that are rare or should never occur that would raise an alarm?

A 1s auditing only for successful activities, most likely legitimate, or unsuccessful activities that are
more likely unapproved and rogue?

Is anyone actively reviewing the audit logs near real time or are they only going to be used after the fac
to highlight your organization's failure to stop malicious activity long since completed?




L6: Finding Privileges Gaps

Privilege gaps are of multiple types. How can | get access to the data dictionary? How can | get
tables and views? How can | get the privileges necessary to escalate the privileges | already have?

The most easily exploited vulnerabilities are in finding guérileged accounts that have escalated privs
7x24x365 that everyone ignores. Integration and Service Account are the easiest to leverage as they
rarely require MFA.

In this workshop we covered a substantial amount of the gaps related to privileges.
A Any privilege not required frequently should not be granted permanently.
A Any privilege that can be written into a script should not be granted permanently.
A Any action that could be performed from tirte-time by an admin should not be granted
permanently to anyone other than an admin

A If the number of admins, in an Oracle Database, is greater than 4 that is a violation of the Princip
of Least Privilege: Optimally it should be 3 ... twotiale plus one partime to fill in if a primary
admin is unavailable: For example, out of the office on PTO







